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. Executive Summary

Introduction

As part of the 2026/27 internal audit plan, approved by the Audit & Scrutiny Committee in
March 2026, we have undertaken an audit of Argyll and Bute Council’s (the Council) system of
internal control and governance in relation to Risk Management.

The audit was conducted in accordance with the Global Internal Audit Standards (GIAS) with our
conclusions based on discussions with council officers and the information available at the time
the fieldwork was performed. The findings outlined in this report are only those which have
come to our attention during the course of our normal audit work and are not necessarily all the
issues which may exist. Appendix 1 to this report includes agreed actions to strengthen internal
control however it is the responsibility of management to determine the extent of the internal
control system appropriate to the Council.

The contents of this report have been agreed with the appropriate council officers to confirm
factual accuracy and appreciation is due for the cooperation and assistance received from all
officers over the course of the audit.

Background

Effective risk management is a fundamental component of good governance and supports the
Council in achieving its strategic and operational objectives. It enables informed decision-
making, strengthens financial resilience, and ensures that emerging risks and opportunities are
identified and managed appropriately. Risks represent uncertainties that may impact the
Council’s ability to deliver its priorities.

This audit will assess whether the Council’s risk management arrangements are appropriately
designed and operating effectively, in line with recognised good practice. This will include
consideration of the extent to which risk management is embedded within decision-making
processes, including financial planning and governance arrangements

Scope

The scope of the audit was to assess the adequacy of, and compliance with, the Council’s risk
management arrangements. as outlined in the Terms of Reference agreed with the Head of
Financial services on the 29" April 2026.

Topical Requirements

Topical Requirements are a new, mandatory component of the updated International
Professional Practices Framework for internal auditing, they must be followed when auditing
subjects for which a Topical Requirement exists or when aspects of the Topical Requirement are
identified within other audits.

The audit of Risk Management was assessed as relevant to the application of the Cybersecurity
Topical Requirement at a high level. Specifically, consideration was given to whether key risks,
including cybersecurity, are appropriately identified, assessed, and reported within the Council’s
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9.

risk management framework. Detailed testing of cybersecurity controls is outside the scope of
this audit.

Key Dates

The Terms of Reference provided provisional timescales for the review to take place, the actual
dates are noted below.

Stage Actual
Date
Terms of Reference agreed 29t April 2026
Fieldwork Commencement 15t April 2026
Draft Report issued 1°t May 2026
Management Comments received | 2" May 2026
Final Report issued 6™ May 2026
Audit and Scrutiny Committee 12" June 2026
Risks

10. The risks considered throughout the audit were:

11.

12.

13.

e Audit Risk 1: Risk registers are not updated regularly

e Audit Risk 2: Risks are not properly assessed

e Audit Risk 3: Risks are not prioritised

e Audit Risk 4: Risk mitigation actions are not effectively tracked or implemented

Audit Opinion

We provide an overall audit opinion for all the audits we conduct. This is based on our
judgement on the level of assurance which we can take over the established internal controls,
governance and management of risk as evidenced by our audit work. Full details of the five
possible categories of audit opinion is provided in Appendix 2 to this report.

Our overall audit opinion for this audit is that we can take a Substantial level of assurance. This
means that Internal control, governance and the management of risk is sound. However, there
are minor areas of weakness which put some system objectives at risk and specific elements of
residual risk that are slightly above an acceptable level and need to be addressed within a
reasonable timescale.

Recommendations

We have highlighted 2 low priority recommendations where we believe there is scope to
strengthen the control and governance environment. These are summarised below:

o The Risk Management Manual should be updated and a formal review cycle established
to ensure it reflects current governance arrangements and remains up to date.

e Risk ownership should be consistently recorded across all Operational Risk Registers to
ensure accountability and effective management of risks.
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14. Full details of the audit findings, recommendations and management responses can be found in
Section 3 of this report and in the action plan at Appendix 1.

2. Objectives and Summary Assessment

15. Exhibit 1 sets out the control objectives identified during the planning phase of the audit and our
assessment against each objective.

Control Objective Link to Risk | Assessment | Summary Conclusion

CO1 | Risk managementis | Audit Risk 2 Substantial | The Council has a comprehensive Risk
actively supported, Audit Risk 4 Management Manual in place,
promoted, and providing a structured framework for
overseen by senior managing risks however it references
officers and elected the Strategic Management Team
members, with (SMT) rather than the Senior
clearly defined Leadership Team (SLT) for escalation
roles, of High (Red) risks.
responsibilities, and Senior management and Members
accountability. demonstrate strong oversight

through regular review of the
Strategic Risk Register (SRR) and
escalation of significant risks. Risk
management is embedded across
services, with Operational Risk
Registers (ORRs) supporting decision-
making. Roles and responsibilities are
clearly defined and applied, and the
annual Strategic Risk Assurance
Mapping exercise provides further
assurance and supports audit

planning.

CO2 | There is a consistent | Audit Risk 1 Substantial | The Council has a consistent and
and systematic Audit Risk 2 systematic approach to identifying,
approach to assessing, and prioritising risks,
identifying, supported by clear guidance within
assessing, and the Risk Management Manual and
prioritising risks, generally applied across services. The
aligned to the framework ensures risks are assessed
Council’s strategic and scored on a comparable basis,
objectives and risk supporting a standardised approach
appetite. to risk management. Mitigation

actions are typically identified and
aligned to the level of risk. Risk
ownership is not consistently
recorded, with instances identified in
Commercial Services.

CO3 | Risk mitigation Audit Risk 4 | Substantial | There is strong evidence that key
actions are clearly risks and mitigation actions are
defined, assigned, actively monitored across the
monitored, and organisation, supported by regular
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regularly reviewed updates within Operational Risk

and reported with Registers (ORRs) and strategic
appropriate oversight through the Strategic Risk
challenge and Register (SRR). Departmental
oversight. Management Team (DMT) processes

further demonstrate that risks are
routinely reviewed and updated.
High (Red) risks are appropriately
escalated to the Senior Leadership
Team (SLT), ensuring visibility and
oversight at a strategic level. The
Council’s Risk Management
framework remains effective overall;
however, the absence of a defined
review cycle means it may not be
consistently updated to reflect
evolving governance arrangements.

16.

17.

18.

Further details of our conclusions against each control objective can be found in Section 3 of this
report.

. Detailed Findings

The Council has a comprehensive Risk Management Manual in place, which provides a clear and
structured framework for the identification, assessment, and management of risks. The
document was last reviewed in September 2024, demonstrating that it is subject to periodic
review. However, it was identified that the manual does not fully reflect current governance
arrangements. It continues to reference the Strategic Management Team (SMT) as the
escalation body for High (Red) risks, whereas in practice this responsibility now sits with the
Senior Leadership Team (SLT). While this does not significantly impact the overall effectiveness
of the framework, it indicates that aspects of the documentation are out of date and require
updating to ensure alignment with current processes.

Action Plan 1

Senior management and Members demonstrate strong oversight of risk management through
established governance and reporting arrangements. The Strategic Risk Register (SRR) is subject
to formal review by the Senior Leadership Team (SLT) on a six-monthly basis, with updates
presented for consideration, amendment, and challenge. The review process includes
assessment of risk classifications, proposed changes to risks, and the effectiveness of mitigating
actions. In addition, High (Red) risks identified within Operational Risk Registers (ORRs) are
escalated to senior management, ensuring that significant risks are visible and subject to
appropriate scrutiny at a strategic level.

Overall, these arrangements provide effective oversight and support informed decision-making
in relation to risk management across the Council.
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19.

20.

21.

22.

23.

24,

Risk management is embedded across Council services, with Operational Risk Registers (ORRs) in
place and used to identify, assess, and manage risks at a service level. Evidence indicates that
risk information is actively used to support reporting and decision-making processes, including
the escalation of significant risks to senior management.

Roles and responsibilities for risk management are clearly defined within the Council’s Risk
Management Manual, covering all levels of the organisation from senior management to
operational staff. These arrangements establish clear accountability for the identification,
management, and escalation of risks.

The Council undertakes an annual Strategic Risk Assurance Mapping exercise in line with the
requirements set out in the Risk Management Manual. The results of this exercise are reported
to the Audit and Scrutiny Committee and provide an assessment of assurance across the
Council’s strategic risks.

The mapping process follows a structured approach aligned with recognised good practice and
supports a risk-based approach to Internal Audit planning, ensuring that audit resources are
focused on areas of highest risk and least assurance.

The Council has a consistent and systematic approach to identifying, assessing, and prioritising
risks, as set out in the Risk Management Manual. The risk manual provides clear guidance on risk
identification, scoring using defined likelihood and impact criteria, and the prioritisation of risks
through a structured risk matrix. Testing of Operational and Strategic Risk Registers confirms
that this approach is generally applied in practice, with risks assessed and scored on a consistent
basis across services. Overall, the manual supports a standardised and comparable approach to
risk assessment across the Council.

The Council has established a framework for managing risks, including defined risk treatment
options and guidance on aligning mitigation actions to the level of risk. Review of Operational
Risk Registers (ORRs) indicates that mitigation actions are generally identified and recorded and
are broadly aligned to the level of risk.

However, inconsistencies were identified in the completeness and quality of risk registers across
services. Risk ownership is not consistently recorded, with instances identified in Commercial
Services where two risks do not have an assigned owner.

Action Plan 2

Operational Risk Registers (ORRs) are reviewed and updated regularly across services, with
evidence of periodic review dates confirming that a structured review cycle is in place. Updates
to risk registers include the addition and removal of risks, demonstrating that they are actively
maintained to reflect current risk exposure.

Evidence from Departmental Management Team (DMT) discussions further supports that risk
registers are subject to ongoing review and update as part of routine management processes.
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25.

26.

27.

28.

There is strong evidence that key risks and associated mitigation actions are actively monitored
across the organisation. Operational Risk Registers (ORRs) include defined mitigation actions,
regular progress updates, and review dates, demonstrating ongoing management of risks at a
service level. At a strategic level, the Strategic Risk Register (SRR) is subject to regular review by
the Senior Leadership Team (SLT), ensuring that significant risks and associated actions are
considered and updated as required.

Overall, these arrangements provide effective monitoring of risk mitigation actions, supported
by both operational and strategic oversight.

Departmental Management Team (DMT) minutes confirm that Operational Risk Registers (ORRs)
are regularly presented, reviewed, and updated across services, demonstrating that risk
management is embedded within routine management processes. Evidence shows that risks are
actively monitored, with updates including the addition and removal of risks, changes to
mitigation actions, and ongoing reassessment of risk exposure.

In addition, DMT discussions highlighted areas for improvement in the supporting Risk
Management framework, including the need to update the manual and clarify the distinction
between strategic and operational risks.

Overall, there is strong evidence of monitoring and oversight at DMT level, although a more
consistent approach to challenge would further strengthen arrangements.

The Council has established a process for escalating High (Red) risks from Operational Risk
Registers (ORRs) to senior management. Evidence confirms that high risks are identified at
service level, collated, and reported to the Senior Leadership Team (SLT) for review and
oversight.

This provides a structured mechanism for ensuring that significant risks are visible at a strategic
level and subject to appropriate scrutiny.

Overall, there is assurance that high risks are escalated and reviewed by senior management,
supporting effective oversight of the Council’s most significant risks.

The Council has an established Risk Management framework, supported by a Risk Management
Manual which sets out guidance on risk identification, assessment, and reporting. The manual
was last reviewed in September 2024, indicating that elements of the framework are subject to
periodic review.
However, no formal evidence was identified to demonstrate that the framework is subject to a
defined or regular review cycle, such as through an agreed programme of updates. This suggests
that updates may not be undertaken consistently to reflect changes in governance
arrangements or organisational developments.
Overall, while the framework remains effective, the absence of a structured review process
increases the risk that it may not be kept fully up to date.

Action Plan 1
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Appendix 1 — Action Plan

No | Finding Risk Agreed Action Responsibility / Due Date
Risk Management Manual Outdated documentation and | The Risk Management Manual will | Chief Internal Auditor
The Risk Management Manual does not fully reflect the absence of a structured be reviewed and updated to
current governance arrangements, as it continues to review process may result in reflect current governance
reference the Strategic Management Team (SMT) rather the risk management arrangements. In addition, a
than the Senior Leadership Team (SLT) as the escalation framework becoming formal review cycle will be Completed 27/4/2026
E 1 | body for High (Red) risks. misaligned with current established and documented.
While the manual was last reviewed in September 2024, governance arrangements,
no defined or documented review cycle is in place for the leading to confusion and
Risk Management framework to ensure it remains up to inconsistent application of risk
date. management practices across
the organisation.
Risk ownership is not consistently recorded across all Failure to clearly define Management will ensure that all Head of Roads and
Operational Risk Registers (ORRs), with instances ownership may reduce risks within Operational Risk Infrastructure
g ) identified where risks do not have an assigned owner i.e. accountability and result in Registers are assigned a named
— Commercial Services. risks not being effectively owner to support accountability
managed or monitored. and effective monitoring of July 2026
mitigation actions.




10

In order to assist management in using our reports a system of grading audit findings has been adopted to allow the significance of findings to be ascertained. The definitions
of each classification are as follows:

Grading | Definition

A major observation on high level controls and other important internal controls or a significant matter relating to the critical success of the
objectives of the system. The weakness may therefore give rise to loss or error.

Observations on less significant internal controls and/or improvements to the efficiency and effectiveness of controls which will assist in meeting
Medium | the objectives of the system. The weakness is not necessarily substantial however the risk of error would be significantly reduced if corrective
action was taken.

Minor recommendations to improve the efficiency and effectiveness of controls or an isolated issue subsequently corrected. The weakness does
not appear to significantly affect the ability of the system to meet its objectives.

An observation which does not highlight an issue relating to internal controls but represents a possible opportunity for the council to achieve
better value for money (VFM).
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Appendix 2 — Audit Opinion

Level of Assurance

Definition

High

Internal control, governance and the management of risk are at a high standard. Only marginal elements of residual risk have
been identified with these either being accepted or dealt with. A sound system of control designed to achieve the system
objectives is in place and being applied consistently.

Substantial

Internal control, governance and the management of risk is sound. However, there are minor areas of weakness which put some
system objectives at risk and specific elements of residual risk that are slightly above an acceptable level and need to be
addressed within a reasonable timescale.

Reasonable

Internal control, governance and the management of risk are broadly reliable. However, whilst not displaying a general trend,
there are areas of concern which have been identified where elements of residual risk or weakness may put some of the system
objectives at risk.

Limited

Internal control, governance and the management of risk are displaying a general trend of unacceptable residual risk above an
acceptable level and placing system objectives are at risk. Weakness must be addressed with a reasonable timescale with
management allocating appropriate resources to the issues raised.

No Assurance

Internal control, governance and the management of risk is poor. Significant residual risk and/or significant non-compliance with
basic controls exists leaving the system open to error, loss or abuse. Residual risk must be addressed immediately with
management allocating appropriate resources to the issues.
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